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IG Internal Audit Checklist

	Audit Undertaken by:
	

	Date of Audit
	


	Routine Staff Monitoring & Compliance Spot Checks (115/Level 3)

	Confirmed that staff members know where to find the IG Policy and the purpose of the policy
	 FORMCHECKBOX 




	Information Governance Training for Staff (117/Level 3) 

	Confirmed staff have received training on Information Governance 
	 FORMCHECKBOX 



	Confirmed staff members understand their responsibilities (e.g. checked staff understand the confidentiality code of conduct - see under requirement 214)
	 FORMCHECKBOX 




	Staff Understanding of Confidentiality Code of Conduct (214 /Level 3)

	Confirmed that staff members know where to find the pharmacy’s confidentiality code of conduct and the purpose of the Code.

	 FORMCHECKBOX 



	Confirmed that staff members know who the pharmacy Information Governance Lead is and who to contact for support on Information Governance issues.
	 FORMCHECKBOX 



	Confirmed that staff know not to look at information about any patient including any information relating to their own family, friends and acquaintances unless they are directly involved in the patient’s care or with administration on behalf of the pharmacy.
	 FORMCHECKBOX 



	Confirmed that staff members know that patient information should not normally be shared without patient consent. 
	 FORMCHECKBOX 



	Confirmed that staff working off-site or at home know not to remove patient identifiable information from the pharmacy. 


	 FORMCHECKBOX 




	Compliance with RA01 requirements (304/Level 3)

	Confirmed that through questioning staff are not sharing smartcards.
	 FORMCHECKBOX 




	Security Measures (317/Level 3)

	Confirmed that security alarm is being set each evening as per security arrangements
	 FORMCHECKBOX 



	Confirmed that windows and doors are being locked each evening as per the security arrangements
	 FORMCHECKBOX 



	Confirmed that staff know who to contact in the even of unauthorised access to information
	 FORMCHECKBOX 




	Review of compliance with Mobile Computing Guidelines (318/Level 3)

	Anti-virus has been recently Updated
	 FORMCHECKBOX 



	Back-ups recently updated
	 FORMCHECKBOX 



	The device contains no unauthorised software
	 FORMCHECKBOX 



	The device is being appropriately stored
	 FORMCHECKBOX 



	The record of ownership of mobile devices is up to date
	 FORMCHECKBOX 




	Incident management and reporting procedure (320/Level 3)

	Confirmed that staff members know who to report suspicious incidents to
	 FORMCHECKBOX 



	Confirmed staff know where the procedures can be located for managing different types of incident 
	 FORMCHECKBOX 




	Compliance with Access Control SOP (321/Level 3)

	Confirmed that only staff regularly working at the pharmacy regularly have active user profiles
	 FORMCHECKBOX 



	Checked that no evidence of staff not following the procedures e.g. not using the user name/password issued to them
	 FORMCHECKBOX 




	Access to Computer-based Information Systems (321/Level 3)

	Confirmed that individual staff members have access rights appropriate to their role  
	 FORMCHECKBOX 



	Where users no longer require access to the system, confirmed that their rights have been revoked
	 FORMCHECKBOX 




	Compliance with Safe Haven Procedures (322/Level 3)

	Is personal information being moved from the front counter to the secure dispensary area as soon as practical?
	 FORMCHECKBOX 



	Are patient records such as MUR forms being stored securely when not in use?  


	 FORMCHECKBOX 



	Is the security of password(s) to access the PMR system being maintained (i.e. passwords not written down and left beside the computer)
	 FORMCHECKBOX 



	Is patient returned waste which includes personal information (e.g. waste medicine boxes with labels) being put into the controlled waste (DOOP) bin as soon as practically possible or alternatively labels shredded as required by the pharmacy procedures?
	 FORMCHECKBOX 



	Do staff members ensure that sensitive conversations with patients are not overheard?
	 FORMCHECKBOX 




	Review of compliance with Data Transfer Procedures (322/Level 2)

	Are envelopes containing personal information being marked ‘private & Confidential’?
	 FORMCHECKBOX 



	Confirmed that personal information is not being sent via email other than from NHS.net addresses to NHS.net addresses?
	 FORMCHECKBOX 



	Are prescriptions being sent to NHS prescription Services using a ‘track and trace’ service?
	 FORMCHECKBOX 



	When providing information over the telephone is the callers identify always confirmed?
	 FORMCHECKBOX 



	Confirmed that staff members are not copying any personal information to unencrypted memory sticks?
	 FORMCHECKBOX 




	Notes:




Page 1 of 2
Page 2 of 2

