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Technical access controls are built into information systems by pharmacy IT system suppliers. To ensure data is safeguarded, this functionality must be complemented by operational and managerial controls put in place in the pharmacy. This document outlines the procedures for managing access to systems. 

1. Scope of the procedure

This procedure provides guidance on how staff access to the Patient Medication Record system is managed. 

2. Authorising Access to the System

The following individual(s) are responsible for ensuring staff in the pharmacy have appropriate access rights to the system where required: Add names e.g. IG Lead, Pharmacist in charge
Add details of the technical access controls built into the system, for example role based access profiles. Contact your system supplier as necessary for more information. 
Note, Ideally all users should be assigned an individual user ID and password with the access level set at the lowest level possible that still permits the staff member to undertake their role. However, there is a balance between security and usability of systems and it is recognised that individual staff logins may not be a practical option at this time, for example to control access to the PMR system by pharmacy staff. Decisions on the extent of access controls applied should be taken by the pharmacy contractor based on the risks of unauthorised access, the nature of the data and the impact on pharmacy workload of any controls. 

3. Managing Changes to Access Rights

A. Joiners

As part of normal induction processes new staff required to use the computer system will be issued with a user name, password and access rights appropriate to their role. 

B. Profile Changes

Whenever there is a temporary or permanent significant change in the way a person works, a review of their access rights must be carried out.  

C. Leavers

When staff members leave permanently, their profile should be removed.

D. Locums

Add local process for management of locum accounts
E. Forgotten Passwords

Any staff member who has forgotten their password should contact (add name e.g. IG Lead/pharmacist in charge). 
F. Misuse
If any staff member suspects misuse for example if their password has been accidentally disclosed, this must be reported to……………………………… (add name e.g. IG Lead/pharmacist in charge).  Depending on the severity of the allegation an investigation maybe required and appropriate disciplinary measures taken.  
4. Procedures for staff in relation to logging in to the system
Note any relevant procedures, for example if passwords must be changed after first login, if a particular complexity of password must be used, if passwords must be changed periodically, if the system prevents password re-use, if the user can change their password at their request etc.  

5. Local Audit
The management of access rights will be subject to internal audit to ensure that this procedure is being followed. The audit will be undertaken every 6 months and will be co-ordinated by (add name e.g. IG lead, sponsor etc). Areas considered in the audit:
· Are only staff regularly working in the pharmacy registered as active users on the system

· Is there any evidence of staff sharing their access rights

6. Requirements for periodic review of the procedure

The procedure will be reviewed annually taking into consideration changed in national guidance and changes made to the technical access controls in systems by pharmacy system suppliers.
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